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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Explain the layers of cyber security.
	L2
	CO1
	[7M]

	
	b)
	Determine the categories of vulnerabilities.
	L5
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Outline the technical challenges of computer forensics.
	L4
	CO2
	[7M]

	
	b)
	List and explain the phases of digital forensics.
	L1
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Demonstrate popular attacks on mobile phones.
	L2
	CO3
	[7M]

	
	b)
	Determine the security implications for organizations with respect to mobile devices.
	L4
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Point out security risks in social media.
	L4
	CO4
	[7M]

	
	b)
	Explain the role of intellectual property in cyber space.
	L6
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Discuss various data privacy attacks.
	L2
	CO5
	[7M]

	
	b)
	Explain the need of data privacy in medical domain.
	L6
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Outline the five predominate laws related to cyber security.
	L4
	CO6
	[7M]

	
	b)
	List and explain the objectives of National cyber security policies.
	L1
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain IP spoofing.
	L2
	CO1
	[5M]

	
	b)
	List out the tools for digital forensics.
	
	CO2
	[5M]

	
	c)
	Examine the steps for registry settings of mobiles.
	L3
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Analyze the mind set of hacker.
	L3
	CO4
	[5M]

	
	b)
	List privacy policies on data.
	L2
	CO5
	[5M]

	
	c)
	What is threat? Explain it  briefly.
	L1
	CO6
	[4M]
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